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AMBER ENTERPRISE SECURITY

COLLOCATED DATA CENTER

SECURE VPN CONNECTION 24/7 ON-SITE SECURITY

NEXT GENERATION FIREWALLS ENDPOINT SECURITY

HIGH AVAILABILITY DDOS PROTECTION




SECURE INFRASTRUCTURE & ARCHITECTURE

Amber operates a secure-by-design, high-availability
_env:ronment built for enterprise reliability.

Operational Resilience

* High-availability infrastructure

s 24/7 monitored colocated data
center

+ Cloud-based Disaster Recovery
capabilities




DATA PROTECTION & IDENTITY SECURITY

Security is enforced across identity, devices, and data.
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Identity & Access

*  Microsoft Entra ID with Multi-Factor
Authentication (MFA)

+ Conditional Access (Zero-Trust
model)

*+ Role-Based Access Control (Least

Privilege)
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Data Protection

AES 256-bit encryption (data at rest)
Encryption in transit

Data Loss Prevention (Exchange,
Teams, SharePoint)

Data lifecycle & retention policies
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Endpoint Security

Advanced Endpoint Detection &
Response (EDR)

Continuous vulnerability scanning
Automated patch management &

remediation




MONITORING, RISK MANAGEMENT &
INCIDENT RESPONSE

Security is continuously monitored and improved.

« 24/7 monitoring via Microsoft Sentinel (SIEM)
* Microsoft Defender XDR (Endpoint, Identity, Cloud Apps)

 Regular penetration testing

« Vulnerability assessments with remediation tracking
« Formal Incident Response procedures
« Dedicated security governance framework

- Executive level overview of information security



ISO/IEC 27001 CERTIFIED

Amber Studio operates under a certified
Information Security Management System (ISMS).

Our ISO/IEC 27001 certification demonstrates

+ Risk-based security governance

» Structured security controls

« Continuous improvement framework
* Independent external audits

* Security controls aligned with ISO 27001 best practices
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Enterprise-grade security aligned with international standards.

CERTIFICATE

Management system as per
SR EN ISO/IEC 27001:2023

In accordance with TUV AUSTRIA ROMANIA procedures, it is hereby certified that

AMBER STUDIO S.A. /\M 3 E ? 4

Charles De Gaulle Square, No. 15,
Charles De Gaulle Building, 10 & 11 Floor,
1st District, Bucharest, 011857

Romania

applies a management system in line with the above standard for the
following scope at the

Work sites:

Game development, crafting products and delivering studio
services

End-to-end game production

Custom-tailored game development services

Custom software development activities

Statement of Applicability: SoA-01 vers.1/12.03.2024
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Gﬁrﬁfication Body Bucharest, 2024-08-05
TUV AUSTRIA ROMANIA

This certification was conducted in accordance with TUV AUSTRIA ROMANIA auditing and certification
procedures and is subject to regular surveillance audits
TUV AUSTRIA ROMANIA 139B Plevnei Avenue, A Building, Bucharest www.tuv-austria.ro

TAR-FO-09-04 ed 3/rev.2

0156034-23.9
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MIHAI POHONTU

CRISTIANA FERNBACH in) TUDOR POSTOLACHE in) 'ROIE CHIZIK
GENERAL COUNSEL CHIEF OPERATING OFFICER CHIEF FINAN-_Cl_A_L‘_OF ICE!
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https://www.linkedin.com/in/jaime-gine-7764871/
https://www.linkedin.com/in/scott-humphries-9881132/
https://www.linkedin.com/in/andreeaenache/
https://www.linkedin.com/in/mihaipohontu/
https://www.linkedin.com/in/roiechizik/
https://www.linkedin.com/in/catalin-butnariu-6b24186/
https://www.linkedin.com/in/tudor-postolache-41866b2/
https://www.linkedin.com/in/cristianafernbach/
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New biz enquiries: bizdev@amberstudio.com

Experience our latest company reel


mailto:bizdev@amberstudio.com%20%20%20?subject=Hello
https://www.facebook.com/AmberDevs/
https://www.linkedin.com/company/amber/
https://www.instagram.com/amberstudio_/
http://www.amberstudio.com/
https://vimeo.com/1169508625
https://www.linkedin.com/in/andreeaenache/
https://www.linkedin.com/in/ioana-pohontu-7446b14a/
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